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A remote denial of service attack using specially crafted ICMP packet fragments. May cause
slowdowns or crashes on target systems.

2
��

This attack is a UDP variant of the Smurf attack. By sending a forged UDP packet to a particular
port on a broadcast address, systems on the “amplifier” network will respond to the target 
machine with either a UDP response or an ICMP UNREACHABLE packet. This flood of 
incoming packets results in a denial of service attack against the target machine.

3������

With this attack, a remote user can cause your system to reboot or panic by sending it an 
oversized PING packet. This is done by sending a fragmented packet larger than 65536 bytes in
length, causing the remote system to incorrectly process the packet. The result is that the
remote system will reboot or panic during processing.

����	
�	

����4

This attack can be used to completely disable your network services by flooding them with 
connection requests. This will fill the queue which maintains a list of unestablished incoming 
connections, forcing it to be unable to accept additional connections.

�56	

3�

�

This attack is carried out by sending an ICMP ECHO REQUEST (PING) packet with a forged 
source address matching that of the target system. This packet is sent to “amplifier” networks —
networks that allow sending packets to the broadcast address — so that every machine on the 
amplifier network will respond to what they think is a legitimate request from the target. As a
result, the target system is flooded with ICMP ECHO REPLY messages, causing a denial of 
service attack.
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