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Abstract

Frequent reports of monetary loss, fraud, and user-caused
security incidents in the context of cryptocurrencies empha-
size the need for human-centered research in this domain. We
contribute the first qualitative user study (N = 29) on user
mental models of cryptocurrency systems and the associated
threat landscape. Using Grounded Theory, we reveal miscon-
ceptions affecting users’ security and privacy.

Our results suggest that current cryptocurrency tools (e.g.,
wallets and exchanges) are not capable of counteracting
threats caused by these misconceptions. Hence, users fre-
quently fail to securely manage their private keys or assume
to be anonymous when they are not. Based on our findings,
we contribute actionable advice, grounded in the mental mod-
els of users, to improve the usability and secure usage of
cryptocurrency systems.

1 Introduction

More than ten years after the first Bitcoin transaction was per-
formed [13], cryptocurrencies have gained popularity among
different types of users, ranging from technology enthusiasts
to investors, gamblers, and people who are simply curious.
Media reports often contain anecdotes of negative user ex-
periences with security and privacy in cryptocurrency sys-
tems. Cryptocurrencies obviate the need for central control
by maintaining a decentralized public ledger. While techni-
cal aspects of cryptocurrencies have been heavily studied
(e.g., [6], [17], [34], [3]), human-centered studies are still rare.
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Figure 1: Drawing assignment of the transaction process (S8).

Gao et al. [16] used semi-structured interviews to explore spe-
cific aspects of the Bitcoin system out of context. Krombholz
et al. [29] quantitatively examined user perceptions on Bitcoin
security mainly based on closed-ended questions. However, so
far no research investigated mental models which are based on
users’ tacit knowledge. Such knowledge consists of implicit
and subjective assumptions that cannot easily be verbalized,
but are heavily influencing human behavior [24].

We extend the state of the art by providing the first qualita-
tive user study (N = 29) to learn about people’s mental mod-
els of cryptocurrencies' and associated security and pri-
vacy threats. Therefore, we use drawing and card assignment
tasks (see Figure 1). Our study methodology follows an induc-
tive approach based on Grounded Theory (GT) [18,31,42].

Thereby, we answer the following research questions:

e Q1 What mental models of cryptocurrency systems and
their functional components do users have?

e Q2 Which mental models interfere with a secure and
privacy-preserving usage of cryptocurrency systems?

e (3 How can cryptocurrency tools prevent security and
privacy threats caused by users’ mental models?

'We focus on Bitcoin and Ethereum since they were the most prevalent
cryptocurrency systems in terms of market capitalization [9] at the time of
our study.
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Our work aims at explaining (some of) the reasons for
user-caused security incidents. This is necessary in order to
re-design tools and create effective strategies for behavior
change. We argue that cryptocurrency tools (e.g., wallets, on-
line exchanges) should be designed in a way to avoid security
or privacy risks even when used by people with incorrect
or incomplete mental models. This is in line with Wash et
al. [43] claiming that instead of attempting to force users into
more ’correct’ mental models, technology should be shaped
to work well with existing mental models.

Through our study we identify the gaps between the ac-
tual protocol functionality and users’ mental representations.
Although not all the incorrect or incomplete mental models
found imply security pitfalls, some partly explain why users
of current cryptocurrency tools fail to securely manage their
digital assets and have wrong assumptions about privacy and
anonymity. Mental models with negative consequences in-
clude an erroneous understanding of cryptocurrency systems
with regards to (i) cryptographic keys, (ii) anonymity, and (iii)
fees.

2 Related Work

Cryptocurrency systems differ from other public key sys-
tems (e.g., PGP and secure messaging), as keys are used to
sign transactions which are transparently published in the
blockchain, instead of ensuring confidentiality through en-
cryption. The threat model is entirely different as well: los-
ing a private key leads to severe problems in the context of
cryptocurrency systems as monetary assets are involved. A
plethora of research has been carried out to study security
and privacy aspects of the Bitcoin system [45]. Nevertheless,
several user-centric challenges remain, providing a breeding
ground for security and privacy threats.

Only few studies have examined the usability and user
perceptions of cryptocurrency systems, mainly focusing on
Bitcoin. Baur et al. [4] found that users attribute a high poten-
tial to cryptocurrencies, but perceive the usefulness of current
cryptocurrencies as low. According to Khairuddin et al. [25],
the major motivation for users to buy Bitcoin is its potential
for financial revolution, increased user empowerment, and
its use as an investment. Sas and Khairuddin [40] as well as
Lustig and Nardi [32] explored trust issues of Bitcoin users.
Elsden et al. [11] proposed a typology of emerging blockchain
applications making it easier for users to understand them.
Gao et al. [16] conducted a qualitative study where they found
that the major entry barrier for non-users is a perceived neces-
sity for profound technical knowledge.

The first large-scale quantitative user study was presented
by Krombholz et al. [29], revealing that many users neither
understand nor use the security capabilities of coin manage-
ment tools correctly. Although the authors also conducted a
small number of qualitative interviews, those were only used
to contextualize their quantitative findings, not to construct

an inductive theory. Kazerani et al. [23] investigated the in-
fluence of (poor) usability of cryptocurrency management
tools on the adoption of Bitcoin by lay people. Eskandari et
al. [12] compared the usability of different cryptographic key
management approaches.

However, these earlier studies either opted for a quantita-
tive study design (e.g., [29]) or asked questions which the
interviewees deemed too complex to answer given their back-
ground as non-users (e.g., [16]). To the best of our knowledge,
our work is the first mental model study on cryptocurrencies
that aims at discovering the tacit knowledge of the partici-
pants. Therewith, we answer open questions on why users
commonly fail to manage private keys safely in the context of
cryptocurrencies and which parts of current cryptocurrency
tool interfaces put users with incorrect mental models at se-
curity or privacy risk. We give suggestions for future designs
of cryptocurrency tools on how to ensure that user behavior
does not compromise the users’ security and privacy.

3 Methodology

The overall goal was to understand user perceptions and
misconceptions of functional principles, and whether they
prevent users from using cryptocurrencies in the most se-
cure and privacy-preserving manner. We chose Bitcoin and
Ethereum as examples of prevalent cryptocurrencies and ex-
cluded Ethereum’s smart contract functionality to only focus
on its native currency ether. Furthermore, payment channels
are out of scope of our research. This allows us to make gen-
eral assumptions about user perceptions with regard to the
majority of cryptocurrencies that build on the same functional
principles as Bitcoin and Ethereum (i.e., in relation to key
generation and usage, transaction generation and confirma-
tion, blockchain application, and mining operations). For the
remainder of this paper, we will thus use the term cryptocur-
rency to refer to bitcoin, ether, and similar cryptocurrencies.

3.1 Grounded Theory

We follow an inductive approach and use Grounded Theory
(GT) [18,31,42] to explore user perceptions based on qual-
itative data. GT is a set of systematic inductive methods to
develop theories that are grounded in qualitative research data.
A key characteristic is that it merges data collection and anal-
ysis in an iterative approach until (theoretical) saturation is
reached [42]. Therefore, different phases of recruitment and
coding are necessary (see below). By following a process dur-
ing which we directly analyze the collected data, we generate
descriptive theories that are as close to reality as possible.
GT is traditionally used in social sciences and has gained
popularity in human-computer interaction and usable security
research [15,20,28].
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3.2 Recruitment

Our goal was to recruit a diverse sample of current and po-
tential future cryptocurrency users. We approached possible
interviewees through Bitcoin mailing lists and social media
as well as personal contacts, also to get in touch with organi-
zations that work with blockchain technology.

We distributed a short description of our study and issued
a questionnaire (Appendix A.1) for preselection. To prevent
potential participants from reading up on the technical in-
tricacies of blockchain technology, we did not disclose the
concrete purpose of our study, only that it deals with cryp-
tocurrencies. Then we selected a subset of participants fitting
our recruitment criteria from the people who completed the
questionnaire.

We chose the participants according to their self-reported
level of knowledge about cryptocurrencies and information
technology (ranging from lay users to experts) as well as to
their usage of cryptocurrencies. We also chose to recruit par-
ticipants with diverse exposure to and interaction with cryp-
tocurrency. We recruited 7 people who were not actively using
cryptocurrencies but who were working with cryptocurrencies
in their professional life (e.g., organizing cryptocurrency mee-
tups, conferences or projects with wallet/exchange operators).
Further 10 participants considered cryptocurrencies mainly as
an investment, 5 used them mainly for trading, and 7 actively
used cryptocurrencies as a payment method.

While the self-reported data might not fully reflect the ac-
tual knowledge level of participants, we are confident that
these measures are sufficiently accurate to reflect our inher-
ently diverse target population and that a diverse sample was
obtained.

3.3 Sampling

GT [42] requires to go back and forth between data collection
and analysis in order to construct a theory which is derived
from data and not chosen a priori (as it is the case in quanti-
tative studies). Following GT, we conducted the selection of
participants in two rounds (two weeks apart). First, we col-
lected an initial sample of 18 cryptocurrency users (experts
and non-experts) and then explored the obtained data through
open coding.

Based on the concepts derived from our analysis, we ex-
tended our initial sample to people who are not actively us-
ing cryptocurrencies themselves, but work in institutions that
use or deal with cryptocurrencies or blockchain technology
(see Section 3.2). Since these people were confronted with
cryptocurrency tools, at least at a superficial level, they have
certain mental models but are not influenced by cryptocur-
rency tool interfaces. These mental models are particularly
interesting as they represent perceptions of (potential future)
first-time cryptocurrency users for whom cryptocurrency tools
should be designed as well. By comparing non-users to users,

Table 1: Participant demographics. Total N=29

Demographic Participants (%)
Gender

Male 19 (65.5%)
Female 10 (34.5%)
Age

18 -22 1 (3.4%)
23 -27 12 (41.4%)
28 -32 10 (34.5%)
33-37 4 (13.8%)
38-42 2 (6.9%)
Highest Completed Education

High school 5(17.2%)
Bachelor degree 10 (10.4%)
Master degree 14 (72.4%)

we were able to explore how cryptocurrency tool interfaces
might influence mental models (cryptocurrency tool bias) and
also investigate biases of non-users (e.g., bank bias). For the
second round of recruitment, we collected additional data,
recruiting a sample of 11 participants based on the emerging
theories.

Hence, we had a final set of 29 participants (summarized
in Table 1). In order to protect the privacy of our participants,
we queried the age, beginning with 18 years, in intervals of
five years.

3.4 Design and Procedure

As shown by Kearney and Kaplan [24], people commonly
construct implicit knowledge maps to understand complex
systems when the systems’ functionality goes beyond their
technical knowledge. They argue that such tacit knowledge
influences people’s decision-making and behavior in critical
situations, although they are often not aware of it. We opted
for a study design that encourages participants to expose their
tacit knowledge and functional understanding by engaging
them in drawing and card assignment exercises. During these
exercises the participants had to assign cards with a function
(e.g., “sign transaction”) to the entities in their drawings.

Based on related work on human factors of Bitcoin [11,
12, 25, 35] and recent mental model studies in usable se-
curity [15, 16, 20, 37,43, 46], we constructed an interview
script for semi-structured interviews including a short pre-
assessment questionnaire covering demographics and the par-
ticipants’ general cryptocurrency usage patterns, two drawing
tasks, and a card assignment task. The complete study mate-
rial can be found in the Appendix (Section A).

Our final dataset is based on 29 interviews which were con-
ducted in person in two Austrian cities, namely Vienna and
Graz. The interviews took place either in a room at our lab,
the participants’ workplace, or their home. The majority of
the interviews were conducted by two researchers (one inter-
viewer and one assistant taking notes). Two interviews were
performed by only one interviewer due to scheduling conflicts.
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With the informed consent of the participants, we recorded
all interviews, fully transcribed them, and photographed all
drawings and card assignments. The pictures (along with the
transcribed verbal explanations) served as our baseline for
coding.

3.4.1 Pilot Studies

We carried out three pilot studies to test the expressiveness
and practicability of our interview script. At the end of each
iteration, we requested feedback from the respective partici-
pant. We specifically asked the participants to explain their
understanding of selected functional concepts and well-known
buzzwords — e.g., blockchain, [de-]centralized system, miner
— if the participants had not drawn or mentioned them during
the interview. We modified the interview script only once
(after the first interview). Therefore, we decided to include
the remaining two interviews in our final sample.

3.4.2 Interview Procedure

Before the actual interview started, participants were briefed,
they signed a consent form and received their compensa-
tion (20 Euro Amazon voucher). Each interview lasted
roughly 30 minutes and consisted of semi-structured ques-
tions, two drawing tasks and one card assignment task. These
tasks were based on a concrete scenario, namely transferring
a certain amount of bitcoin or ether to a fictional friend called
Alice.

In the course of the first drawing task, we asked participants
to visualize and verbally express all components and actors in-
volved in the transaction process, as well as their connections.
We encouraged participants to think aloud while drawing to
gather additional insights into their reasoning. Afterwards,
we gave them 15 cards with short descriptions of selected
functions (e.g., “generate private key”, “generate transaction”,
“validate transaction”, etc.; see Appendix A.2). Depending
on which cryptocurrency the participants were more familiar
with (self-assessment), the cards reflected the terminologies
from either bitcoin or ether. We told the participants to assign
the cards to the components and actors in their drawings. We
did not provide full definitions but asked the participants to
verbalize their own understandings of these technical terms
and the associated context.

We added the card assignment task to assist the partici-
pants in refining and contextualizing their tacit knowledge.
In order to eliminate the possibility of misunderstood terms
and random guessing during the interview, the participants
were encouraged to provide detailed definitions as far as pos-
sible and the interviewers asked follow-up questions if further
clarification was needed.

The second drawing task was used to elicit understandings
of attackers and threats, and how specific security and privacy
risks are contextualized in transaction processes.

3.5 Ethical Considerations

Our organization, which is located in Austria, has no institu-
tional review board but a series of guidelines to be followed
when conducting user studies. One of the fundamental re-
quirements is to preserve the participants’ privacy and limit
the collection of sensitive data as much as possible. Before the
interview, all participants were asked to sign consent forms
in which the goals of our study and data handling procedures
were described. Those consent forms were stored securely
and do not contain any links to the IDs we assigned to our
participants. The study furthermore strictly followed the EU’s
General Data Protection Regulation (GDPR).

3.6 Coding
3.6.1 Open and Axial Coding

We followed a GT-based approach to interpret our data. After
the first 18 interviews, two researchers independently coded
the data (initial open coding) with the aim to group recurring
statements and assertions relating to the same phenomena
(preliminary categories). We created codes based on the draw-
ings and think-aloud protocols. We refrained from assigning
codes based on single denotations or terms (e.g., verify, con-
firm, encrypt). Instead, we coded entire statements and hence
included the context in which a term was used.

In line with the full GT approach and while discussing the
results, we decided to extend our participant pool by including
people who do not actively use Bitcoin, but work in a field
related to cryptocurrencies. We are confident that the percep-
tions and opinions of those people add a new perspective to
our study outcome since they have no practical experience in
using Bitcoin or Ethereum — and, as such, are not influenced
by interfaces of exchange platforms or wallets — but possess
some (theoretical) knowledge about blockchain technology.
Moreover, this sample’s knowledge structures are particularly
relevant when thinking about the design of future technol-
ogy for managing cryptocurrencies, since those people are
either potential new users or decision makers in corporate
environments.

Following the GT methodology, we performed a second
round of open coding to refine the results of the first round.
Three researchers independently coded the entire data-set in
three rounds (Round 1: 10 interviews, Round 2: 10 interviews,
Round 3: 9 interviews). In order to systematize the process,
we applied affinity mapping, whereby we cut the interview
transcripts into snippets and used sticky notes to label newly
found categories that emerged from recurring or related state-
ments. As we coded the interviews based on contextualized
statements (instead of single terms), we generated a code book
based on the participants’ mental representations and reason-
ing. After each round of individual coding we discussed the
relations between the newly found categories and agreed upon
a set of higher-level categories (axial coding). For instance,
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we decided to group the categories “public key generation ex-
ternal”, “key and address independent”, and “one public key
for all” to the meta-category “address/key generation”. The
categories of the third round of coding served as a baseline
for selective coding.

The final sample size was determined through reaching sat-
uration [19], i.e., no new insights could be gathered from the
interviews. As we achieved saturation in the newly emerging
categories, we stopped interviewing after 29 participants.

3.6.2 Selective Coding

During this process, three independent researchers agreed
upon a set of final core categories centered around the iden-
tified misconceptions which might compromise the users’
security and/or privacy. The misconceptions are grouped into
the following four different top-level categories which consist
of multiple subcategories (final codebook see Figure 2°):

e Meta — This category includes statements which were
meaningful for building our theory, but are not directly
related to cryptocurrency systems and their function-
ality. It comprises general opinion changes during the
interviews, prerequisites, statements about the control
or power of the system, biases which influenced par-
ticipants’ descriptions, and misconceptions related to
encryption and hashing.

e System — The system category includes statements de-
scribing the blockchain (Blockchain Description) as well
as where and how it is stored (Location). Additionally,
this category is split into Structure, Behavior, and Func-
tion. Structure includes descriptions about the connec-
tion between users and miners. The category Behavior
refers to the behavior of the system (e.g., who receives
fees). Function on the other hand categorizes the tasks
of the keys and the addresses.

e Privacy — This category codes all mentioned attacks and
possible prevention mechanisms on users’ privacy.

e Security — This category includes all attacks and possible
prevention mechanisms specific to the users’ security.

3.6.3 Final Coding

With a final set of codes grouped into categories, two re-
searchers independently went through all 29 interviews and
assigned one or multiple codes, thus generating a compre-
hensive codebook. Thereby, the transcripts, drawings, and
outcome of the card assignment task served as a baseline. We
report an inter-rater reliability with a Krippendorft’s Alpha
value [27] of a = 0.89, indicating a high level of agreement
among the coders. We claim that this relatively high number
is fostered by the technical classification and the granularity

2For category B all correct answers are marked with an asterisk *

B.4.4 Verification

A.1Bias

A.1.1 economy

B.4.4.1all peers*
B.4.4.2 blockchain

C.1 Attacks

Cl1

A.1.2 wallet B.4.4.3 peers: majority/n C.1.2 identity disclosure @ 3rd party
A.1.3 bank B.4.4.4 central C.1.3 address mapping
A.1.4 exchange B.4.4.5 user | C.1.4 doxxing

A.2 Preassumptions

A3 Opinion Change

A.4 Control/Power

A.5 Encryption Misconception

B.4.5 Transactions: Generation
B.4.5.1 directly written in blockchain
B.4.5.2 by user/wallet*

B.4.5.3 by blockchain

| C.1.5 endpoints
C.1.6 attacker: state

| C.1.7 attacker: system participant/s
C.1.8 attacker: external

B.1 Blockchain Description

B.1.1 system/software

B.4.5.4 by miners
B.4.6 Transactions: Propagation

B.4.6.1 client sends to all

] C.2 Prevention ‘
| C.2.1 self-initiated: mining
C.2.2 self-initiated: info inquiry (3rd
party)

B.1.2 algorithmus/actor

B.4.6.2 client sends to part*

C.2.3 self-initiated: address
generation

8.1.3 deletabl

B.4.6.3 central

C.2.4 self-initiated: identity hiding

B.1.4 datastructure: all
transactions®

B.4.6.4 storage pool

C.2.5 self-initiated: anonymized

B.1.5 datastructure: parts

B.4.6.5 direct

C.2.6 user does not care

‘ B.2 Location

B.4.7 Transactions: Confirmation

B.2.1 storage: chunked

B.4.7.1 n blocks*

D.1 Attacks

B.2.2 storage: copied*®

B.4.7.2 blockchain

D.1.1 no/secure

B.2.3 central

B.4.7.3 Alice

D.1.2 human failure

B.2.4 internet

B.4.7.4 central

D.1.3 man-in-the-middle

B.2.5 distributed: all*

B.4.7.5 n miners verify

D.1.4 hacking: endpoints

B.2.6 distributed: nodes with
shares

B.3 Structure

B.3.1 User-system connection

B.4.7.6 through fees

B.4.8 Coin generation
B.4.8.1 miner*

D.1.5 hacking: central entity

: D.1.6 hacking: exchange
D.1.7 DoS

B.3.1.1 automatic *
B.3.1.2 cloud

| B.4.8.2 coins equal fees

B.4.8.3 exchange

| D.1.8 mining majority
D.1.9 future technology/ theoretical

B.3.1.3 central

B.4.8.4 central

B.3.2 Miner: Connection internal

B.4.8.5 all/system/blockchain

D.1.10 price: volatility
D.1.11 price: i i

B.3.2.1 fully connected

B.4.9 Address/Key Generation

D.1.12 attacker: state

B.3.2.2 connected graph*

B.4.9.1 pub key generation: miner

D.1.13 attacker: external

B.3.2.3 pools*

B.4.9.2 pub key generationl: system

D.1.14 attacker: miner

B.3.2.4 not connected

B.4.9.3 one public key for all

D.1.15 technical failure

B.3.2.5 master/server

B.4.9.4 key/address: i

D.1.16 social engineering

B.3.3 Miner: Connection
external

B.3.3.1 miner equals blockchain
B.3.3.2 separate system

B.4.9.5 send priv key: cloud

: B.4.9.6 send priv key: between users

B.4.9.7 client/wallet generates keys*

D.2 Prevention

| D.2.1 system initiated
D.2.2 self initiated: software

B.3.3.3 user cannot mine
B.4 Behavior

B.4.9.8 key/address: dependent*
B.4.10 PoW/Crypto Puzzle

| D.2.3 self initiated: behavior
D.2.4 self initiated: hardware

B.4.1 Fees: recipient

B.4.10.1 encrypted code solving

D.2.5

B.4.1.1 cryptocurrency operator

B.4.10.2 find pre-c value

D.2.5

B.4.1.2 exchange

B.4.10.3 compute blockhash*

B.4.1.3 user B.5 Function
B.4.14all B.5.1 Key
B.4.1.5 miner* B.5.1.1 sign: me*

B.4.1.6 broker and miner

B.5.1.2 sign: Alice

B.4.1.7 rich participants

B.5.1.3 sign: Alice and me

B.4.2 Fees: amount

B.5.1.4 sign: Miner

B.4.2.1 user selected*®

B.4.2.2 admin selected

B.5.1.5 sign: other system
participants

B.5.1.6 signing equals transaction
verification

B.4.2.3 miner selected

B.5.1.7 approval

B.4.2.4 fixed
B.4.3 Block Generation

B.5.1.8 access blockchain
B.5.1.9 private key equals address

B.4.3.1 user

B.5.1.10 private key is
wallet/account password

B.4.3.2 blockchain

B.5.2 Address

B.4.3.3 central

B.5.2.1 nickname

B.4.3.4 miner*

B.5.2.2 payment destination*

Figure 2: Final codebook

of the codebook. Conflicts mostly appeared due to slightly
different interpretations of the drawings, which sometimes
conflicted with the think-aloud protocols. When we detected
a conflict, we consulted the drawings and transcripts and dis-
cussed the results again. In these cases, we agreed that the
verbal explanations should weigh more than the card assign-
ments, since the latter were sometimes less expressive than
the participants’ verbal descriptions. All conflicts among the
coders were resolved.

3.6.4 Theory and Mental Model Construction

The last step of our GT approach was to form theories in-
cluding the overarching mental models which describe how
our participants perceive cryptocurrency systems. First, two
independent researchers generated two draft mental models:
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one incomplete model and one inaccurate model for the struc-
ture, function, and behavior of components in cryptocurrency
systems. We constructed the models based on our results,
centered around those categories which resulted from our se-
lective coding (codebook). Then, the two coders met in person
to reach an agreement. We validated our constructed mental
models through negative case analysis [7] by going through
all interviews to check whether the participants’ statements
can be assigned to one of our draft mental models. If not, we
sought to understand how they diverged from our draft and
adopted it accordingly. In doing so, we iteratively refined our
draft mental models until all statements could be assigned. A
participants’ mental model can contain aspects of the incor-
rect and incomplete mental model. In order to (i) construct
our theory, (ii) examine whether the mental models interfere
with secure and privacy-preserving usage of cryptocurrencies,
and (iii) understand how resulting issues can be solved, we
ran a focus group (Section 4.7) with four experts in the field
of cryptocurrencies and blockchain technology. The two final
models are presented in Section 4.2 and 4.3.

4 Mental Models of Cryptocurrency Systems

In this section, we first provide a simplified description of
the Bitcoin and Ethereum system to provide the appraisal
factors for the assessment of our data. Then, we present our
participants’ veritable mental models. These models represent
incomplete and inaccurate descriptions of our participants in
correspondence to the structure, functionality, and behavior of
cryptocurrency systems. Direct participant quotes (translated
to English) are provided for illustration. Since quantitative
results (numbers) in qualitative research cannot be used to
generalize findings, we will discuss all statements without
providing numbers. Nonetheless, coding frequencies can be
found in Appendix A.4.

4.1 Appraisal Factors

Before conducting the study, we constructed a ground truth
model together with two cryptocurrency experts. These ex-
perts were also part of our focus group. We do not claim
exhaustiveness of our expert mental models which can be
incomplete and diverse as well. To increase the validity, we
interviewed two experts and constructed one mental model in-
corporating both statements. Similar to the user interviews, we
asked both experts to draw all components and actors involved
in a transaction process and verbalize their thoughts. We then
constructed a simplified representation of their mental models
(see Figure 3). This model serves as a basis for the evaluation
of user mental models and only focuses on important parts
for user transactions. We found the participants’ mental mod-
els to be consistently sparser than the expert mental model.
The comparison of users’ and expert mental models is purely

Address A S Address B
Public Key A Public Key B
Private Key A < Sendaddress 4. Private Key B

./ User Alice’.
N Sy
E«)’\‘ \\‘f!\‘@ Blockchain
RN @ Legend

Transaction

From: Address A

To: Address B
Amount: XX+Fees )

transaction flow
< publiciprivate key

[Z# signing

Nodes:
- Validate

a— 1T
- PowW
-Confirm/validate

P2P-Network

Figure 3: Ground truth of the transaction process of cryptocur-
rency systems based on blockchains.

illustrative and non-judgmental. We defined the assessment
basis as follows:

Bitcoin and Ethereum are blockchain-based, peer-to-peer
(P2P) networks which enable users to perform transactions
with virtual (crypto-)currencies. The system consists of multi-
ple participants (peers) that we group in four different roles:
(i) sender, (ii) receiver, (iii) miner, and (iv) other users. Each
participant can hold multiple roles.

The basic requirement to perform a transaction within a
cryptocurrency system is that sender and receiver must have
some kind of wallet, or are enrolled with an online exchange
service. A wallet consists of public keys, private keys, and
addresses. The private key is randomly generated and permits
the user to spend cryptocurrency units. In the case of offline
wallets, it is the user’s responsibility to securely store and
back up the private key. The address is a hashed version of the
public key and acts as a public identifier of the asymmetric
key pair.

Prior to performing a transaction, the receiving party com-
municates its address to the sending party. The sender creates
the transaction which comprises the sending and receiving
address as well as the transferred amount, including fees. The
amount of the fees can be selected by the user and determines
the processing speed of the transaction (transactions with
higher fees are more likely to be included within the next
block). Afterwards, the sender signs the transaction with the
private key and broadcasts it to the P2P network. The verifica-
tion — for both the transactions and the blocks — is performed
by peers in the network. Thereby, not all peers necessarily
perform full validation (e.g., SPV wallets or thin clients do not
check whether transactions are valid, but they rather evaluate
whether full nodes have validated them correctly).

A specific transaction ¢ is considered to be confirmed when
(i) a miner successfully constructed the Proof-of-Work (PoW)
for a block b containing ¢, (ii) b ends up in the heaviest chain
(i.e., the chain with the most cumulative PoWs), and (iii) a
certain amount of blocks is succeeding b (as the blockchain
gets longer, the confirmation can be considered to be more
secure). The miner (or mining pool, i.e., a cluster of miners
that work together) who solves the PoW first gets rewarded
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with newly created currency (a specific amount depending on
the implementation of the system) and the transaction fees.
As soon as the transaction is confirmed, the amount is credited
from the sender’s to the receiver’s wallet.

4.2 Incomplete Mental Model

Figure 4 depicts the best-case mental model grounded in our
qualitative analysis. It includes technically correct yet sparse
perceptions compared to the ground truth (see Figure 3). We
did not encounter poor decision-making as a result of incom-
plete mental models, hence the missing details are not crucial
for secure usage of the cryptocurrency system.

Several users correctly stated that cryptocurrency systems
are decentralized with annotations reflecting an outline of a
peer-to-peer (P2P) system, and a transaction flow matching
our ground truth (illustrated through lighter grey continuous
lines in Figure 4). The majority correctly stated that the user’s
wallet software generates the public/private key pair (illus-
trated by a dotted red line in Figure 4). Some of them also
knew that in order to send coins to another party, the sender
has to sign the transaction with the generated keys. They cor-
rectly mentioned that an address is the payment destination
in our proposed scenario. Many participants correctly under-
stood that miners receive the transaction fees. However, only
a few participants knew how fees are actually calculated and
could give a correct explanation of the mining process.

4.3 Inaccurate Mental Model

The mental model presented in Figure 5 incorporates the par-
ticipants’ misconceptions of cryptocurrency systems. How-
ever, not all illustrated components are reflected in all mental
models of our participants. Misconceptions related to the
transaction flow are illustrated by a grey, continuous line, and
those related to the key generation are shown through dashed,
red lines in Figure 5. We found that many misconceptions do
not jeopardize users’ security or privacy. In the following we
discuss which misconceptions are crucial and which are not.

Some participants assumed a central management entity as
part of a cryptocurrency system, such as a server or broker.
Others thought that a direct end-to-end connection existed
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Figure 5: Inaccurate mental model

between sender and receiver, via which transactions are per-
formed.

It is a de-centralized system because there is no piv-
otal element. Only the two accounts interact with
each other directly without a third person interfer-
ing. (S6)

One participant hypothesized that in addition to an end-to-
end user connection, a further connection to a cloud exists
through which users can get initial approval for transactions
in order to afterwards send confirmed transactions directly
to the receiver. Participants with incorrect mental models
often described the blockchain, other nodes, and the miners
either only through keywords without being able to explain
them, or as a separate system or cloud. Therefore we depict
them as a cloud and (partly) separated system (see bottom
half in Figure 5). In the following sections, we discus these
misconceptions and their impact on security and privacy in
detail.

4.3.1 Cryptographic Keys

We identified many misconceptions related to the keys used
in cryptocurrency systems. Although users’ problems with
cryptographic keys (and their management) have already been
investigated for other application areas — for example secure
messaging and PGP — the effects of mistakes from the users’
perspective are different for cryptocurrency systems (e.g.,
direct monetary impact). In particular, we found that partici-
pants do not understand who generates the keys. Some par-
ticipants claimed that the miners carry out key generation or
expected the whole cryptocurrency system to generate keys.

Hmmm well, I don’t generate my private keys my-
self, they are saved in my smartphone app. It is...
generally the blockchain who generates it [the key]
for me, or the network, the blockchain. It is floating
in the air somehow. I don’t know. It comes from the
internet. (S19)
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One participant thought that all parties in the Bitcoin sys-
tem share one common key. This would break cryptocurrency
systems because everybody would have access to everybody
else’s funds. Other participants presumed that in order to send
coins between two parties, the users’ private keys have to be
sent to “the cloud”.

I generate my private key and send it to the cloud.
Then I get back [from the cloud] a public key... [
must be able to rely on the channel to be secure,
e.g., encrypted, when I send my private key to the
cloud. (S22)

Through contextual information from this interview, we
can deduce that S22 was not referring to storing a key in the
cloud (which would be a correct mental model), but to sending
it to the cloud in order for the blockchain to get decrypted.

One participant assumed that they have to send the private
key directly to the recipient. This would crucially harm the
user’s security as it would enable the receiver to have access
to the sender’s account. As most of our participants were not
aware of the fact that the private key is generated on their
side, they also did not understand that the private key should
never be exposed to external entities (such as miners, central
entities, or other system participants).

Our participants also lacked understanding of the signing
process. Some stated that the receiver has to sign the trans-
action. Others thought that both, the sender and the receiver
have to sign. A few participants inaccurately stated that the
miners have to sign transactions. Several participants assumed
that other end users in the system are signing transactions in
order to validate them. One participant stated that other end
users as well as the miners have to sign a transaction. A par-
ticipant claimed that a user’s keys were necessary in order to
access the blockchain. As a result, users frequently did not
understand why and how they should keep their private key
safe, given that they did not understand what a private key
can be used for.

We observed many incorrect card assignments and descrip-
tions not matching our ground truth model in relation to cryp-
tocurrency addresses. It was unclear to many participants
what a cryptocurrency address actually is. One participant
thought that the private key is a user’s Bitcoin address. This
misconception is especially severe as it might encourage a par-
ticipant to share the private key with other participants. Many
participants assumed that the generated keys and cryptocur-
rency address are entirely independent. Some participants
assumed that the address is a form of nickname, similar to a
pseudonym which you choose on a message board.

Such misinterpretations of key generation and usage can
have a major security impact if cryptocurrency tools dele-
gate the responsibility of key generation or management to
the users without providing guidelines. If, due to misconcep-
tions, users make their keys accessible to others, they become
susceptible to theft.

4.3.2 Fees

Our participants expressed many incorrect assumptions about
how fees are calculated and what their purpose is. A few par-
ticipants explicitly stated a lack of knowledge in this regard.
One participant thought that fees are defined by an admin-
istrator, two said that the miners select the amount. Others
stated that the amount of fees is fixed.

Miners ask for transaction fees, I don’t know if I
can choose the amount...If I want to send money
and I am in a hurry, for example in the case of
smart contracts, then it is possible that the miner
knows that I am in a hurry and the miner adds
an exorbitant amount of transaction fees [to my
transaction]. (S20)

As a result of such misconceptions, users might pay trans-
action fees that are too high in comparison to the amount that
would have been needed to fulfill their requirements, if no
guidelines are provided by cryptocurrency tools.

4.3.3 Anonymity Misconceptions

During the coding process, further themes related to
anonymity in cryptocurrency systems emerged from our col-
lected data which are not directly related to our generated
mental models. A few participants assumed that transactions
stored in the blockchain are deleted after some time.

After 8 blocks one blockchain is ready and it be-
comes one instance...Then, the old one is deleted.
(S8)

This entails a wrong assessment of privacy features offered
by the blockchain. Participant S8 perceived the blockchain as
oblivious and drew a garbage can where old transactions are
disposed/recycled (this is only correct within the Lightning
network [1], which S8 was not referring to). S8 stated that
it is not possible to store a too big amount of data in the
blockchain. Many participants incorrectly assumed that the
cryptocurrency system applies some form of encryption by
default. The participants imagined that either the blockchain,
the transaction, or the transaction channel between the end
points is encrypted.

The transaction itself must be encrypted to ensure a
secure connection between server and client. (S29)

One participant argued that the cryptographic puzzle or
hashing is an en-/decryption operation necessary to get access
to the money which was sent.

Alice receives the cryptographic puzzle, but I don’t
know what happens if she can’t solve it...Because,
I mean the bottom line is, I encrypt it [some kind of
transaction code] and she receives it. (S17)
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Furthermore, some participants thought about encryption
as a major factor used for security purposes. However, those
participants commonly also stated that it is necessary to have
some kind of additional knowledge in order to pursue this
kind of cryptographic task.

I guess you can encrypt them [the transactions],
however I do not know how. (S20)

These misconceptions violate participants’ privacy as they
incorrectly assume that information in the blockchain is un-
readable by the public. Moreover, in line with the findings
by Gao et al. [16], it might discourage people from using
cryptocurrencies when they are under the assumption that
only participants with cryptographic knowledge are able to
correctly apply privacy or security measures (i.e., encrypting
the blockchain).

4.4 Mental Models of Security Threats and
Prevention

Most of our participants were able to explain a broad spec-
trum of (potential) security risks. The majority of our partici-
pants mentioned threats related to compromised end points
(e.g., mobile phones), which are indeed present as shown in
a Kaspersky [22] report. However, this threat is not limited
to cryptocurrency applications. Furthermore, our participants
named mining majority attacks (i.e., an attacker controlling
more than 50% of the mining power in the network). No
mining majority attack has yet been performed on Bitcoin or
Ethereum, although Bitcoin Gold experienced a 51% attack
in May 2018, and a theoretical approach of an Eclipse attack
on Ethereum has been described by Yuval et al. [33]. There-
fore, there is a possibility that such an attack could happen in
a larger cryptocurrency system, especially when ownership
and mining are increasingly concentrated on a small group of
people [36].

Many participants referred to attacks related to human fail-
ure, such as people losing their private keys or failing to store
keys in a secure way. This is in line with results from Kromb-
holz et al. [29] and newspaper articles [21] providing evi-
dence that key loss is often caused by the users themselves.
Some mentioned the threat of online exchanges being hacked,
which has indeed been reported frequently [30]. Others men-
tioned price fluctuations or intentional price manipulation
(e.g., through fake news) as risk factors. Furthermore, some
participants correctly stated that Denial-of-Service (DoS) at-
tacks on cryptocurrency systems [8] pose a potential security
risk.

In contrast, some participants revealed an incorrect under-
standing of the threat landscape in cryptocurrency systems
and described attacks which are not feasible in a decentralized
system. A few participants stated that hacking of central enti-
ties, such as the miners, full nodes, or (parts of) the P2P net-
work is feasible. Some described Man-in-the-Middle attacks

as a possibility, where an attacker interferes or manipulates
the transaction process and possibly alters information (e.g.,
the recipient’s address).

Other participants reported not to be aware of any security
risks and to consider cryptocurrency systems to be secure by
design. Some of our participants assumed theoretical threats
such as broken or weak cryptography that might expose users
to a security risk.

Related to prevention mechanisms against security threats,
more than half of the participants mentioned self-initiated
behavior (such as storing private keys securely). Moreover,
many referred to the usage of specific hardware (e.g., hard-
ware wallets) and mentioned software (e.g., secure wallets)
as a remedy against security breaches. In relation to that, par-
ticipants described possible prevention mechanisms initiated
by the cryptocurrency system, thinking that users cannot in-
fluence their execution. Many participants described feeling
helpless as they do not think that (technically non-adept) users
can actively apply any measures to circumvent such threats.

Maybe I can keep a low profile and I shouldn’t
sit in the tram with the app because of shoulder-
surfing... As a non-professional I cannot really do
more. (S22)

4.5 Mental Models of Privacy Threats and
Prevention

Some participants assumed that they are anonymous when
using cryptocurrencies. However, the majority mentioned ad-
dress mapping as a possible privacy threat, which is indeed
possible [2,26]. The second biggest privacy threat people
mentioned was identity disclosure through third parties, since
it is often mandatory to provide identification when purchas-
ing or exchanging cryptocurrencies. Doxxing (writing private
data into the blockchain) and a privacy-threatening attack of
the end points (e.g., hacking) were also mentioned. Notably,
potential future attacks with the help of quantum computers or
artificial intelligence were referred to by several participants.
Some thought that the state might be a possible attacker or
named external persons with bad intentions as relevant attack-
ers. In contrast, others thought that the system participants
themselves might carry out attacks on their privacy.

With respect to prevention mechanisms against arising pri-
vacy threats, participants referred to the possibility to mine
themselves in order to prevent identity disclosure when buy-
ing cryptocurrencies. A few participants explained that it is
possible to buy cryptocurrencies from a specific third party
which does not require identity disclosure. One participant
assumed that the usage of two-factor authentication would
ensure privacy:

To secure myself against the threat that IP addresses
can be mapped [to bitcoin addresses], I use two-
factor authentication. (S7)
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Some explicitly stated not to care about the prevention of
privacy threats as they do not consider them important or do
not assume that privacy issues exist in decentralized systems.

4.6 Tool Bias

Many cryptocurrency users focused their explanations and
drawings of the transaction process on the graphical user
interface which they are exposed to when performing trans-
actions, either via a mobile wallet, a PC wallet, or an online
exchange. We observed that wallet interfaces shaped the way
participants perceived the blockchain location (centralized vs.
decentralized), its functionality (persistent, transparent), and
the users’ role within the cryptocurrency system.

Figure 6 shows a drawing (example 1) which is influenced
by the interface displayed to users when carrying out trans-
actions via mobile phone. In particular, we found that our
participants were frequently influenced by a feature of the in-
terfaces currently used by many online exchanges and wallets
(Figure 6 example 2). Thereby, the current number of confir-
mations is displayed to show how many blocks are already
successfully mined and incorporated in the heaviest chain of
the blockchain. After a specific number of succeeding blocks
the current transaction is marked as “accepted". However, we
can deduce from our study that users commonly misinterpret
these confirmations as a specific number of miners or peers
who signed, approved, or validated their transaction. Even
among experts, a specific fixed number of confirmations is as-
sumed, although the security actually depends on the weight
of the longest chain (see Sompolinsky and Zohar [41]).

In contrast to the cryptocurrency tool bias for cryptocur-
rency users, we discovered a bank bias for non-users. They
often stated that the blockchain is centrally managed or that
transactions are conducted directly between users.

4.7 Expert Focus Group

In order to construct our theory, we discussed the security and
privacy impact of our participants’ mental models in an expert
focus group which consisted of four members from a different
research group at our institution who are primarily researching
blockchain technology. One researcher led the discussion and
two researchers took notes and asked follow-up questions.
First, we presented our incorrect model to all participants and
provided printouts. Then, we discussed the incorrect model
in three rounds based on the categories resulting from the
selective coding (keys, fees, anonymity misconceptions). In
each round we first presented the identified misconceptions
and then asked our participants whether they think that these
categories interfere with security and privacy. If the answer
was yes, we asked for the experts’ opinions on how these
security problems could be prevented. Our discussion and
improvement suggestions for cryptocurrency tools are based
on the outcome of this focus group.
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Figure 6: Illustrating cryptocurrency tool bias

We decided on a final set of categories which are impor-
tant for our theory generation since they have a direct impact
on users’ security and privacy. These categories are (i) keys,
(ii) misconceptions regarding anonymity, and (iii) fees. The
resulting mental models are centered around these aspects
of our participants’ mental representations. The anonymity
misconceptions only emerged from the participants’ descrip-
tions of the transaction process and were not reflected in their
drawings.

Regarding the questions of how cryptocurrency tools could
prevent security problems caused by incorrect mental mod-
els, the focus group brought up the challenge of designing
tools which are adapted to the diverging mental models we
found. There is a thin line between an easy-to-use system
and a system that gives (expert) users the feeling of being too
simple to be secure, and also provides too little information
to evaluate the system. Therefore, the focus group proposed
that the user interfaces of cryptocurrency tools should have
options to switch between different levels of complexity, pro-
viding the user with the chance to interact with the system
and obtain detailed information about it only if desired. This
approach has been (partly) implemented by Coinomi [10]
(see Appendix A.3) and should be a standard feature for all
(future) wallets.

5 Discussion

Our results explain the roots of several misconceptions with
impact on security and privacy found in related work [12, 16,
29] and can be directly linked to concrete improvement sug-
gestions for cryptocurrency tools (e.g., wallets or exchanges).

We claim that modifications of the interface of cryptocur-
rency management tools can prevent security and privacy
threats caused by incorrect mental models. We base this claim
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on our observation that there is a cryptocurrency tool bias
of cryptocurrency users (see Section 4.6). Our results indicate
that users’ mental models are influenced by the interfaces
of tools and technologies they use, which will be subject to
further research.

5.1 Challenges and Improvement Suggestions

We found a wide range of mental models, from very detailed
to sparse and from correct to incorrect. Hence, we suggest —
in line with the outcome from our focus group — to design
cryptocurrency tools adapted to diverging mental models and
different user groups (e.g., experts and non-experts). There-
fore, we suggest that cryptocurrency tool providers ought to
offer different levels of complexity.

In the following, based on the results from our study and the
experts focus group, we discuss how current cryptocurrency
tools should be adapted to allow people to use them in a
secure and privacy-preserving manner, irrespective of their
(incorrect) mental models.

5.1.1 Anonymity

We noticed that about a quarter of our participants used the
term “encryption” when describing a transaction process in
cryptocurrency systems. Many participants stated that the
blockchain is encrypted. We hypothesize that these users
mixed up authentication/signing (which indeed takes place
during a transaction process) and encryption. Most of these
participants assumed that encryption is a safety measure
against security- or privacy breaches. Moreover, many partici-
pants presumed that transactions cannot be tracked due to the
encryption of the blockchain. We claim that such misconcep-
tions jeopardize people’s privacy as some participants were
incorrectly assuming that their information is hidden from
the public or that all information is deleted after some time.
Our results suggest that people with these misconceptions
refrain from taking measures to safeguard their privacy while
believing that they are anonymous.

Furthermore, we revealed misconceptions about the per-
sistence of the blockchain. We infer from discussions with
industrial partner institutions that blockchain technologies
are commonly applied in areas where it does not make sense,
such as for ephemeral data. The mental models we found in
the course of this study explain such a contradiction.

Recommendation: Interfaces of cryptocurrency tools
should illustrate the openness, persistence, and transparency
of the blockchain. For example, a block explorer could be inte-
grated, visualizing in which block a transaction is integrated
and how many succeeding confirmed blocks currently exist.
Some wallets (see Appendix A.3) provide access to textual
block explorers as an additional feature; however, there is no
graphical visualization integrated into the wallets. Further-
more, a pop-up could be shown before pursuing a transaction,

stating that this transaction will be broadcasted in clear text
to the cryptocurrency network and no information can be
altered later on.

5.1.2 Cryptographic Keys

Previous research on public key cryptography for e-mail en-
cryption has shown that users have difficulties managing and
understanding asymmetric keys [38,44]. Our study supports
this finding as less than half of our participants were able to
correctly describe how keys are generated and used. Until
the time of writing, no holistic solution has been proposed to
solve these issues. Bitcoin and Ethereum use keys differently
than for example PGP (i.e., it is only used to sign data in-
stead of also encrypting it) and come with an unexplored and
diverse user group. Nevertheless, no research has been con-
ducted so far to examine how people understand the function
of keys in the context of cryptocurrency systems.

The misconceptions about cryptographic keys, as found
during our study, directly influence the way users manage their
keys, thus putting them at risk for monetary loss and fraud.We
observed that many users did not draw a connection between
their private key and the ability to carry out transactions from
their account. Moreover, we discovered misconceptions in
relation to the key generation. We suppose that these incorrect
perceptions interfere with a secure key management if users
are not aware of the fact that private keys give access to their
funds and should be known only to their owner, hence being
kept safe locally.

In line with research on usable key management in other
domains [38,39], we suggest to automate tools as far as pos-
sible so that users do not have to deal with key generation
or key back-ups, while still providing as much transparency
and information as needed to not expose users to security
or privacy risks (for a feature overview of key storage and
back-up systems from popular wallets, see Appendix A.3).

For cryptocurrency systems this means that users must at
least understand that their seed phrase (or private key) (i)
should not be shared with anybody else, and (ii) can currently
not be recovered in case of loss, leading to the loss of all funds.
These facts should be emphasized to the user during wallet
initialization and whenever the wallet is used, as discussed in
the above sections.

Recommendation: In order to avoid that users lose their
seed phrases, wallets should enforce seed phrase back-ups
by asking the users to input a certain number of words from
their phrase after making a copy (e.g., writing it down on
paper; taking a picture, copying it on a USB device). Further-
more, wallets should ask users to enter their seed phrases in
specific time intervals to ensure that they maintain access.
Most current wallets do not implement these features (see
Appendix A.3). Alternatively, we suggest using automatic key
recovery (e.g., similar to trusted friends [14]).
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5.1.3 Fees

Currently, many cryptocurrency tools only offer one fixed
amount for fees. Our results show that due to this practice, the
majority of participants do not know that users can actively
select how much they want to pay as mining fees during the
creation of a transaction. Therefore, users are not aware that
it is in their power to select how quickly their transaction will
be included in the blockchain. As a result, users might pay
transaction fees that are too high in comparison to the actual
amount needed for their requirements.

Recommendation: User interfaces of cryptocurrency tools
should remind users that by choosing the amount of transac-
tion fees they can influence how quickly their transaction will
be included in the next block. The amount of fees should
be precomputed based on heuristics (leading to different
amounts for each user and transaction) and labeled with un-
derstandable terms (e.g., “slow—Ilow fees”, “default” and
“fast—high fees”). A comparable approach is provided by the
Blockchain [5] and Coinomi [10] wallet (see Appendix A.3).

5.1.4 Security and Privacy Threats and Prevention

We discovered that while our participants showed a basic
understanding of the threat landscape in cryptocurrency sys-
tems, their knowledge about possible prevention mechanisms
was poor and led to a feeling of helplessness among half of
them. These participants either believed that users cannot
take any measures, but need to rely on the system, or they
assumed that prevention mechanisms (e.g., wallet encryption)
can only be pursued by technologically knowledgeable users.
This coincides with the results found by Krombholz et al. [29]
which showed that many users do not apply security measures
offered by state-of-the-art cryptocurrency tools.

Recommendation: We suggest that cryptocurrency tools
should perform encryption by default and inform the users
about this safety measure (see Appendix A.3 for the status of
popular wallets). Moreover, they should add cues and visual-
izations to explain to the users which security measures (e.g.,
encryption) are implemented so that users can make informed
trust decisions.

6 Limitations & Future Work

Participant recruitment via mailing lists, social media, and
personal contacts provided us with a diverse sample regarding
age and profession. However, our sample still has its limita-
tions as it is biased towards a higher educated social stratum;
also, non-users without any connection to cryptocurrencies
were excluded. Furthermore, the recruiting area was limited
to two cities in Austria. Therefore we cannot compare or eval-
uate cultural differences to other countries/continents, and the
European legal landscape with regard to security and privacy
(GDPR) also most likely influenced the participants.

The interviews were conducted in German, which is why
language-specific expressions in direct participant quotes may
have been lost in translation. However, all direct translations
were double-checked by a translator, which is why we are
confident that such issues have been kept to a minimum.

We followed an inductive approach for our qualitative study
to gather insights into user perceptions of cryptocurrency sys-
tems. However, our methodology also has its limitations as
the data is self-reported and, in comparison to quantitative
studies, the sample size is fairly small. Still, we feel confi-
dent that our sample is sufficiently large to observe general
tendencies.

This study provides the basis for future work to quantify our
findings. We plan to examine the connection between mental
models, experiences with cryptocurrency management tools,
and security-critical errors. Moreover, usable cryptocurrency
management tools can be designed and evaluated based on
our findings.

7 Conclusions

We explored user perceptions and misconceptions of cryp-
tocurrency users (N = 29) enriched with drawing and card
assignment tasks. Although our study focused on Bitcoin and
Ethereum, our findings can be further useful for improving
the security and privacy of a large body of (existing or future)
altcoins which also build on the blockchain technology.

We discovered that flaws and inconsistencies in user mental
models of cryptocurrency systems expose users to security
and privacy risks when using current cryptocurrency tools.
These risks include money loss, fraud, or deanonymization.
Most importantly, we revealed major misconceptions related
to the functionality and management of cryptographic keys
which are not compensated by the cryptocurrency tools. Our
findings explain why cryptocurrency users fail to manage
their private keys securely and, as a result, frequently fall
victim to money loss and fraud. Furthermore, we revealed
that users think that the blockchain is encrypted or oblivious,
which prevents them from taking measures to safeguard their
privacy. Another interesting result was that many participants
were not aware of the fact that the amount of mining fees can
be actively selected to influence the transaction speed.

We proposed several concrete enhancements to state-of-the-
art cryptocurrency tools (e.g., wallets or exchanges) with the
purpose of protecting users with misconceptions from security
and privacy threats. Among others, we suggest to automate
key generation, -management, and -back-up as much as possi-
ble. With our work, we lay the foundation for improving the
usability of state-of-the-art cryptocurrency management tools
to prevent security and privacy breaches.
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Mental Model User Study

A.1 Demographics gathered via a pre-study

questionnaire

Age/ Gender

Profession/ Highest completed level of education/ Re-
cent professional status

I have a good understanding of Computers and the Inter-
net: Likert Scale from 5 (agree) - 1 (disagree)

I often ask other people for help when I am having prob-
lems with my computer: Likert Scale from 5 (agree) - 1
(disagree)
I am often asked for help when other people have prob-
lems with their computer. Likert Scale from 5 (agree) - 1
(disagree)

Which cryptocurrencies have you heard of?

Was the subject of cryptography and/or cryptocurrencies
part of your education or your profession?

If yes, briefly outline the topics you heard of.
Do you use Bitcoin/Ethereum?

For which matters do you mainly use Bitcoin/Ethereum?

A.2 Interview Protocol

General

e Which kind of education do you have and what is your

current profession?

When and how did you become aware of cryptocurren-
cies?

How have you been dealing with cryptocurrencies so
far?

Why do you use Bitcoin/Ethereum? (just asked if the
participant owns a cryptocurrency)

What is in your opinion the cryptographic part of cryp-
tocurrencies?

Mental Models

e [Drawing Task 1] Please draw a picture of how you

think the transaction process works between you and
a second person called Alice. Imagine you transfer
BTC/ETH 20 to Alice. Remember to include all relevant
persons and components into your drawing.

[Card Assignment Task] We prepared some cards
which describe various functionalities of a cryptocur-
rency system. Please assign these cards to the compo-
nents you drew in Phase 1. If you feel you missed a
component before, please draw them with green colour.
The cards we provided during this task:

— Generate address

— Generate public key

— Generate private key

— Transaction confirmed

— Generate transaction

— Sign transaction

— Broadcast transaction

— Verify transaction

— Generate block

— Validate block

— Perform Proof of Work

— Solve cryptographic puzzle

— Receive transaction fees

— Generate coins

— Only Bitcoin: Receive unspent transaction output
(UTXO)

— Only Ethereum: Receive balance
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Attacker Models

e There are two words which are lately frequently used in
the media in relation to cryptocurrencies, namely "secu-
rity" and "privacy". What do these two words mean to
you and what are the differences between them?

e [Drawing Task 2] Please have a look on the model you
created during Phase 2. Take a red marker for drawing
security risks and a blue marker for drawing privacy
risks. While drawing, keep the following two questions
in mind:

— Where do you think the potential threats occur?

— Who is causing those threats?

After the participant has finished the drawing, ask: "What
countermeasures do you know to prevent those risks?"
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A3

Wallet Feature Overview

Table 2: Feature overview of 4 popular software wallets at the time of our study

Blockchain.com

Coinbase.com

Coinomi

‘ Exodus

Founded

2011

2012

2013

2015

Supported Cryptocurrencies

BTC, ETH, BCH, XLM, USD-D

BTC, ETH, BCH, ETC, LTC, ERC-20 tokens

BTC, ETH, BCH, ETC, LTC, etc.

BTC, ETH, BCH, ETC, LTC, etc.

Type

Private key storage

wallet/exchange

wallet/exchange

wallet/exchange

wallet/exchange

local

local

local

local

Back-ups user initiated (seed phrase) user initiated (seed phrase, gdrive with PIN) user initiated (seed phrase) user initiated (seed phrase)
Force seed phrase back-up yes no no no
Transaction Fees options (pre-calculated/custom) no options options (low/normal/high priority) no options

’ Wallet encryption password (forced) fingerprint/ PIN (forced) password (standard)/ biometric/ none | none (standard)/ PIN / fingerprint
Periodic seed phrase querying | no no no no
Block explorer included yes (textual) yes (textual) yes (textual) no
Different complexity levels no no yes (creation: "fast", "advanced") no
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A.4 Coding Frequencies

Table 3: Coding Frequencies

Al B.1 B45 C.1
All |1 0|0 1 B.1.1 10 4 |2 4 B.4.5.1 2 1 0 1 C.1.1 3 1|2 0
Al2 |6 313 0 B.1.2 4 1|2 1 B.4.5.2 25 9 9 7 C.1.2 14 2 |8 4
Al3 | 6 2|2 2 B.1.3 2 0|1 1 B.4.53 1 0 1 0 C.1.3 18 77 4
Ald |1 1 0 0 B.1.4 14 517 2 B454 2 0 1 1 C.14 2 1 1 0
A2 7 3|3 1 B.1.5 2 0|2 0 nm 1 0 1 0 C.1.5 1 0|0 1
A3 10 3|5 2 nm 4 1 1 2 LOK 0 0 0 0 C.1.6 5 1|3 1
A4 2 0|0 2 LOK 0 0|0 0 B.4.6 C.1.7 2 0|1 1
A5 7 1|2 4 B.2 B.4.6.1 1 0 0 1 C.1.8 5 2|1 2
B.2.1 4 2|2 0 B4.62 |6 3 |3 0 c2
B.22 6 312 1 B.4.6.3 3 1 1 1 C.2.1 0 0|0 0
B.23 3 0|3 0 B.4.6.4 3 0 2 1 C22 4 112 1
B.24 2 110 1 B.4.6.5 2 0 1 1 C23 5 0|4 1
20 8§ |10 |2 nm 12 5 3 4 C24 3 1 1 1
1 010 1 LOK 4 1 3 0 C25 5 1 1 3
6 1 1 4 B.4.7 C.2.6 3 2|1 0
1 01]0 1 B.4.7.1 4 1 2 1 C2.7 4 013 1
B.4.7.2 3 2 1 0 nm 13 516 2
Ba73 (3 [T (2 [0 [Dmmsempsss
6 015 1 B4.74 1 0 1 0 D.1
1 110 0 B.4.7.5 6 3 1 2 D.1.1 2 0|2 0
0 01]0 0 B.4.7.6 0 0 0 D.1.2 11 216 3
5 202 1 nm 12 3 5 4 D.1.3 7 015 2
15 6 |5 4 LOK 0 0 0 0 D.1.4 15 4 18 3
5 112 2 B.4.8 D.1.5 5 113 1
B.4.8.1 23 10 | 11 2 D.1.6 9 314 2
1 01]0 1 B.4.8.2 1 1 0 0 D.1.7 4 2|1 1
9 315 1 B.4.8.3 1 0 1 0 D.1.8 14 4 16 4
7 201 4 B.4.8.4 3 0 1 2 D.1.9 7 2 14 1
3 1 1 1 nm 1 0 0 1 D.1.10 | 2 1 1 0
1 010 1 LOK 2 0 0 2 D.1.11 | 2 0|0 2
11 514 2 B.4.9 D.I.12 | 3 2|1 0
0 01]0 0 B.49.1 2 1 0 1 D.1.13 | 10 2|7 1
B.4.9.2 4 1 1 2 D.1.14 | 7 312 2
2 210 0 B.4.93 1 0 0 1 D.I.15 | 3 1 1 1
5 212 1 B.4.9.4 11 2 6 3 D.1.16 | 4 0|1 3
1 01]0 1 B.4.9.5 2 0 0 2 D.2
0 01]0 0 B.4.9.6 1 0 1 0 D.2.1 5 1 {2 2
0 010 0 B.4.9.7 18 8 8 2 D.2.2 7 2|4 1
B.4.9.8 6 5 1 0 D.23 15 2|7 6
nm 0 0 0 0 D.2.4 10 315 2
1 01 0 LOK 4 0 2 2 D25 13 4 |4 5
1 110 0 B.4.10 nm 2 0 ]2 0
1 0|1 0 B.4.10.1 | 2 0 1 1
3 1 1 1 B.4.10.2 | 2 0 0 2
19 8 |8 3 B.4.103 | 9 4 |5 0
2 1 1 0 nm 11 4 2 5
1 01]0 1 LOK 5 1 4 0
1 01]0 1 B.S
3 0|1 2 B.5.1
4. B5.1.1 13 4 6 3
B.42.1 | 4 0|4 0 B.5.1.2 1 0 1 0
B.422 |1 0|1 0 B.5.1.3 4 1 0 3
B.423 |2 110 1 B.5.1.4 6 3 2 2
B.424 |2 1 0 1 B.5.1.5 6 2 1 3
nm 17 8|6 3 B5.1.6 2 0 0 2
LOK 3 0|1 2 B.5.1.7 2 2 0 0
B43 B.5.1.8 1 0 0 1
B.43.1 | 4 01]0 4 B.5.1.9 1 0 1 0
B432 |3 1 1 1 B.5.1.10 | 2 2 0 0
B433 |1 0|1 0 nm 0 0 |0 0
B.434 | 16 707 2 LOK 3 0 2 1
nm 3 1 1 1 B.52
LOK 3 0|2 1 B.5.2.1 2 0 0 2
B.4.4 B.5.2.2 4 4 0
B44.1 | 8 314 1 nm 16 6 6 4
B.442 | 4 201 1 LOK 3 0 2 1
B.443 | 11 312 6
B444 |2 0|2 0
B.445 | 4 1 2 1
nm 1 0|1 0
LOK 1 110 0

The table displays our resulting numbers of the interviews, categorized according out three participation groups (i)
knowledgeable user (K) (ii) lay active user (LA) and (iii) blockchain activity (BA).
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